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Speaker
◼ Werner Magerl

◼ Director of SAP projects at warp it in Germany

◼ 25 years of experience in Aerospace & Defence business
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Company Facts – warp it AG
◼ warp it AG was founded in 2000 as a consulting company for 

Aerospace and Defense

◼ Over 15 years of experience in logistic processes

◼ Specialist in ATA SPEC2000 and ASD S2000M specifications
❑ consulting chapter 1-4 as well as other chapters

❑ co-operation with ATA working groups

❑ ATA e-Business Forum participation

◼ Specialized in e-Business processes in A&D 

◼ Specialized in integration of SPEC2000 into SAP ERP landscape

◼ Certified SAP Build Partner „Powered by Netweaver“ since 2005
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Agenda

◼ AS IS situation

◼ Details of Chapter 16

◼ 3 security aspects

◼ XML vs. Human

◼ Summary + Q&A
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AS IS situation

❑ Past

◼ Paper

◼ Paper

◼ More paper …

❑ Today

◼ Paper, Paper, ….

◼ PDF (printed, mostly scanned)

◼ More Paper+PDF …
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Paper Reality – valid or fake?
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Paper Reality – fake!
North Haven Facility closed in 2003

Description 

not 

consistent 

with other 

8130-3 tags 

for this part 

number

Obsolete ODAR number 

not used since 7-31-98

Mr. Hatch 

retired on 3-

31-99

Today’s Reality: Is something wrong with this ARC?
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Agenda

◼ AS IS situation

◼ Details of Chapter 16

◼ 3 security aspects

◼ XML vs. Human

◼ Summary + Q&A
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ATA SPEC2000 Chapter 16

This chapter provides a standardized set of data formats and 

implementation guidelines for the electronic exchange of 

regulatory documentation for aircraft products and parts.
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What is Chapter 16?

❑ A replacement of paper forms with digital forms

❑ A common electronic data format

❑ A “data-centric” approach

❑ A comprehensive baseline of data security 

capabilities

❑ A shared process for exchanging data

❑ A set of agreed implementation rules

❑ An international, open, broad-based industry standard
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Common digital format for:

❑ Regulatory Forms (ARCs)

◼ CAA Form 1     (UK, copy of EASA Form 1)

◼ CASA Form 1 (previous CASA Form 917)

◼ EASA Form 1 (previous JAA Form One)

◼ FAA Form 8130-3

◼ TCCA Form One (previous TCCA 24-0078)

❑ None Regulatory Forms

◼ ATA Form 106

◼ Certificate of Conformance (US version)

◼ Certificate of Conformity (EU version)

◼ Transfer Document (new for XML, see later)
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Guiding Principles in CH 16

❑ Standard pertains to exchange of data, not internal 

company processes

❑ Meet intent and objectives of governing regulations 

❑ Leverage regulatory guidance regarding digital 

signature 

❑ Meet legal and liability requirements

❑ Leverage existing technologies, standards, and best 

practices where applicable
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Business Guidelines

❑ A new digital form will be issued for each transfer

❑ A separate digital form will be issued for each part 

number for non-serialized parts

❑ A separate digital form will be issued for each serial 

number for serialized parts

❑ Each digital form should reference and attach any 

applicable and preceding digital form

❑ All transmissions of an unaltered and signed digital 

form are considered originals

❑ Any paper forms printed from the digital form are 

considered copies. 
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Development XML schema

◼ ATA_PartCertificationForm XML

❑ The data elements that are provided

❑ Which are mandatory/optional, repeatable

❑ The sequence in which they’re provided

❑ The application of digital signatures to the data

❑ References to previous digital form
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Development XML schema

◼ ATA_PartCertificationForm 
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Agenda

◼ AS IS situation

◼ Details of Chapter 16

◼ 3 security aspects

◼ XML vs. Human

◼ Summary + Q&A
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Transaction Security

◼ A transmissions of an unaltered and digitally signed 

digital form are considered as original!
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Transaction Security
Enhancements to Regulatory Orders

❑ Block 4 

◼ (N)CAGE code of issuing company to generate a worldwide unique 

key with the TDN

❑ Block 5 

◼ Customer Identification Code (CIC) 

◼ Customer Order Number (CPO) 

❑ Block 8

◼ Added MFR to establish MFR:PNR combination to unambiguously 

identify part 

❑ Block 9 

◼ Added Unit of Measure to Quantity
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Digital Security - Overview
❑ Objectives

◼ Data integrity

◼ Non-repudiation

◼ Signer authentication

❑ Solution

◼ Digital Signatures

◼ Standard W3C XML signature

◼ X.509 Digital Certificates

◼ Public Key Infrastructure (PKI)
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Digital Security – XML integration

◼ ATA_InformationSet with „ds:Signature“ tag
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Life-time security

◼ Each digital form should reference and attach any 

applicable and preceding digital form
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Agenda

◼ AS IS situation

◼ Details of Chapter 16

◼ 3 security aspects

◼ XML vs. Human

◼ Summary + Q&A
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XML vs. Human

◼ XML linearized

◼ XML in simple editor
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XML vs. Human

◼ XML with Pretty Print
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XML rendering

◼ Users need to see XML in a human readable way

in a known format

◼ Parallel processes with paper and digital

◼ Minor deviations in guidelines of different authorities

◼ Using JAVA rendering or self developed solution

◼ XML to screen (HTML, mobile device, AI glasses,…)

◼ XML to PDF
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XML rendering
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… additional fields

… naming and formatting

… only as reference
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Agenda

◼ AS IS situation

◼ Details of Chapter 16

◼ 3 security aspects

◼ XML vs. Human

◼ Summary + Q&A
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Summary

Using Chapter 16 is

❑ in transmitting the data

❑ processing the data

❑ against manipulation and corruption

❑ identifying the signer

❑ reducing cost for paper handling
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Lessons learned

◼ Individual digital signature certificate (X.509) to be used

◼ Enable digital signature environment before or at the 

start of the project

◼ Open enhancement in XML structure for TRIPLE 

RELEASE in repair process

Page 29



© 2025 warp it AG

Q & A

Thank You!
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Contact
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warp IT AG

Ahornweg 5

84568 Pleiskirchen, Germany

www.warp-it.com

◼ Werner Magerl

◼ Email: werner.magerl@warp-it.com

◼ Phone: +49 175 4177 003


